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Serious Flaws Found in Philips Patient Monitoring
Devices

By Eduard Kovacs on June 07, 2018
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Researchers have discovered serious vulnerabilities in patient monitoring
devices from Philips. The vendor has shared some recommendations for
mitigating the risks until patches are made available.

A total of three flaws were identified by Medigate in Philips IntelliVue patient
monitors (MP and MX series) and Avalon fetal monitoring systems (FM20, FM30,
FM40 and FM50). Advisories describing the issues have been published by
Medigate, Philips and ICS-CERT.

The most serious of them, based on its CVSS score of 8.3, allows an
unauthenticated attacker to access memory and write to the memory of a targeted
device. A similar flaw allows an unauthenticated attacker to read memory, but this

issue has been assigned a severity rating of “medium.”
Another high severity vulnerability is related to the \
=

devices exposing an “echo” service that can be
leveraged by an attacker to cause a stack-based buffer
overflow. h
N .
O i

“The vulnerabilities allow a remote unauthenticated
attacker to write memory on the device, which may
allow remote code execution. Successful exploitation
could open up a window for an attacker to read
and/or write to the memory, which in turn could lead to a denial of service to the
monitor, a breach of patient health information (PHI), as well as harm the integrity
of the patient data,” Medigate said.

Philips expects to release patches in the second and third quarters of 2018. In the
meantime, users have been advised to consult security and network confiquration
guides provided by the company to mitigate the risk.

“At this time. Philins has received no renorts of exnloitation of these vulnerahilities
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Hacker Might Have Stolen the Healthcare Data for Half of Norway's Population

By Catalin Cimpanu January 18,2018 03:44 PM 1

A hacker or hacker group might have stolen healthcare data for more than half of Norway's population, according
to reports in local press.

The attack took place on January 8 and came to light this week when Health South-East RHF, a healthcare
organization that manages hospitals in Norway's southeast region, announced a security breach on its website.

The organization said HelseCERT, the country's CERT division for the healthcare sector, had identified suspicious
traffic coming from Health South-East's computer network.

An investigation by the IT staff at Sykehuspartner HF —Health South East RHF parent company— revealed
evidence of a severe data breach.

www.cch-cert.cni.es



Ciberseguridad en el Sector Salud

¥ GE Working on Medical Device Vulnerability

Tuesday, March 13, 2018 @ 06:03 PM gHale

GE Healthcare advises users to contact its services unit for assistance in fixing or working around
a use of default or hard-coded credentials in multiple products, according to a report with
ICS-CERT.

Independent researcher Scott Erven submitted information regarding the potential use of default or
hard-coded credentials in multiple GE Healthcare products. Following the researcher's report, GE
performed a self-assessment and validated multiple GE Healthcare products use default or
hard-coded credentials.

RELATED STORIES

oft Updates P AP| Holes

GE reviewed the capability to change passwords identified by the researcher within the product
documentation, and users are advised to contact GE Service for assistance in changing
passwords.

Vulnerability information about the affected products is publicly available.

The following GE Healthcare products are affected:

* Optima 520, which are medical imaging systems, all versions

* Optima 540, which are medical imaging systems, all versions

* Optima 640, which are medical imaging systems, all versions

* Optima 680, which are medical imaging systems, all versions

+ Discovery NM530c, which is a nuclear medical imaging system, versions prior to Version 1.003
+ Discovery NM750b, which is a dedicated breast imaging system, versions prior to Version 2.003
+ Discovery XR656 and Discovery XR656 Plus, which are digital radiographic imaging systems, all
versions

* Revolution XQ/i, which is a medical imaging system, all versions

* THUNIS-800+, which is a stationary diagnostic radiographic and fluoroscopic X-ray system, all
versions

* Centricity PACS Server, which is used to support a medical imaging archiving and
communication system, all versions

+ Centricity PACS RA1000. which is used for diagnostic imaae analysis. all versions
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Diplomacia y acciones de inteligencia tradicional

Actos subversivos y de sabotaje

Influencia politica y econémica

Instrumentalizacién del crimen organizado
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DE LA
CIBERGUERRA

Operaciones psicolégicas

Propaganda y desinformacién
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Orangeworm: grupo de espionaje dirigido
contra el sector sanitario
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Orangeworm (abril 2018)

©

©

Operando desde el ano 2015 (EEUU, Europa y Asia).

Objetivo: grandes empresas internacionales y organizaciones de salud con el fin de

realizar espionaje corporativo.

También ataques confra ofras empresas y sectores proveedores del sector salud.

Sector Sanitario

Desconocido

Sector Industrial
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Orangeworm (abril 2018)

©

No eligen a sus victimas al azar. Seleccionan los objetivos deliberada y
cuidadosamente, llevando a cabo una planificacion concienzuda antes de lanzar el

ataque.

Carga malware en dispositivos que alojan software empleado para conftrolar:
>  Mdguinas de rayos X

> Resonancia Magnética Nuclear (RMN)

También dispositivos utilizados para ayudar a los pacientes a completar los formularios

de consentimiento para procedimientos médicos.
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Orangeworm (abril 2018)

COMPROMISO

o Infiltracion en la red y despliegue del froyano con funcionalidades de puerta trasera

Trojan.Kwampirs.
o Implementa técnicas de evasidon de deteccidn por hash de la muestra.
© Se asegura la persistencia creando un servicio.

© Recoge informacion del equipo comprometido para ver si es de interés y si puede

infectar otros equipos visibles desde este equipo.
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Orangeworm (abril 2018)

RECOLECCION DE INFORMACION

© Los atacantes proceden a reunir toda la informacion posible:
> Informacién de lared
> Equipos accedidos recientemente
> Informacion del adaptador de red
> Recursos compartidos de red visibles
> Unidades mapeadas

> Archivos en el propio equipo
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Orangeworm (abril 2018)

PROPAGACION

©

©

Utilizan métodos bastante agresivos de propagacion.

Se copia a si mismo en recursos de red compartidos.

> Procedimiento de propagacion bastante anfiguo

>  Funciona en entornos que utilizan sistemas operativos obsoletos como Windows XP

Gran impacto en Sector Sanitario al utilizar plataformas antiguas disenadas para la

comunidad médica.

Presencia de muchos equipos basados en sistema operativo Windows XP en el sector.
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Orangeworm (abril 2018)

COMUNICACION CON C&C

o Listado numeroso de servidores de mando y control.

© No hay ningun esfuerzo por cambiar los servidores de mando y control al propagarse

por la red.
©  Métodos de comunicacion con los servidores C2 muy ruidosos

© Objetivo muy blando.
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Incidentes gestionados en el sector salud
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Incidentes gestionados en el sector salud

= Falso positivo

= Recogida de Informacién = Falta de informacion

= Intrusiones = Sin respuesta

= Malware = Sin impacto

= Otros = [ncidente de seguridad

= (en blanco)
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Incidentes gestionados en el sector salud
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ORGANISMO DE

CERTIFICACION  aay
o E-Madails L N Centro Criprolégico Nacional .

> ccn@cni.es

> ccn-cert@cni.es

> info@ccn-cert.cni.es

> sat-inet@ccn-cert.cni.es

> lucia@ccn-cert.cni.es

> organismo.certificacion@cni.es

> acreditacion.ccn@cni.es

© Websites

>  Www.Cccn.cni.es

8 s ) TS, EGC srous

>  www.ccn-cert.cni.es L=t SEOm

>  WWW.O0C.CCNn.chi.es
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